[TAMATKA JUIA ObYYAIOLIMXCA )
0b NHOOPMALIMOHHOU BE3OITACHOCTH IETEN

HEJIb351

1. BceM moapsia cooOmaTh CBOO YacTHYIO HHPOpMaUio (HacTosmue uMs, aMuinio,
TenedoH, aipec, HOMep IIKOJIBI, a Takke GoTorpaduu cBou, CBOEH CEMBHU U APY3ei);

2. OTkpbIBaTh BIOXEHHBIE (ANIbl AJIEKTPOHHOM TMOYTHL, KOTJAa HE 3HACIlb
OTIPABUTEIIS;

3. I'pyObuth, npumuparThCsi, OKa3blBaTh JaBJIEHUE - BECTH Ce€Os HEBEXKIUBO U
arpecCUBHO;

4. He pacnopspkaiicst neHbraMu TBOEW ceMbM 0€3 paspelieHus CTapliux - BCeraa
CIIpallliBai pOAUTEIIEH;

5. He Bcrpeuaiics ¢ MHTepHET-3HAKOMBIMM B PEAIBHOM KU3HHM - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSCILb.

OCTOPOXHO

1. He Bce nmumyt npasny. Yutaenis o cebe HenpaBay B
NutepHere - coobmm 00 3TOM CBOMM POJUTENSAM WIH
ONEeKyHaM;

2. IlpurnamarT  NEpENHUCHIBATHCA,
UrpaTh,
0OMEHHBATHCS - IPOBEPH, HET JIU MOABOXA;

3. HezakoHHoe KkomnupoBaHue (HailyioB B
HNuTepHere - BOPOBCTBO; =

4. Bcerma paccka3blBail B3pOCIHBIM O / -
npo0iemMax B CETH - OHHM BCErja OMOTYT; <

5. Ncnone3yit HaCTPOMKH
MPUBATHOCTH, YTOOBI HE MOTEPSITH CBOU aKKAyHTBI
nopranax.

0e301macHoCTH u
B COICETSIX W JPYTHUX

MOXHO

1. YBaxait qpyrux nojab30BaTeNe;

2. ITonb3yenibess UHTEpHET-UCTOYHUKOM - I€NIAil CChUIKY HA HETO;

3. OTKpbIBail TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maThcst 3a MOMOIIBIO B3POCIBIM - POJUTENH, OTIEKYHBI U aIMUHUCTPAIIUS CAUTOB
BCErJla IOMOTYT;

5. Tlpotimu oOyuenue Ha caiite "CeTeBUYOK" W TONy4YM TACMOPT IU(POBOTO
rpaxjaHnuHa!l



UHOOPMAIMOHHAS TIAMSATKA
JUISL OBYYAIOIUXCS

KOMIIBIOTEPHBIE BUPYCBI

KoMmmploTepHblii  BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOTpaMM, OTJIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B 0IosIHEeHHEe K 3TOMY, BUPYChl MOTYT
HOBPEINUTh WM TMOJHOCTHIO YHMUYTOXHTH Bce (ailyibl M JaHHBIC, TOJKOHTPOJbHBIE IMOJIb30BATENI0, OT
UMEHU KOTOpPOro ObLIa 3allyllleHa 3apakKeHHas MporpamMma, a TakKe MOBPEIUTbh WIM JaXe YHUUYTOXUTh
OTIEPALIMOHHYIO CHCTEMY CO BCeMH (aiiaMu B 1eiIoM. B OONbIIMHCTBE ClyyaeB paclpOCTPAHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MeTob! 3a1UTEl OT BPEAOHOCHBIX IIPOTPaMM:

1. Mcnonb3yii COBpEMEHHBIE ONEPALlMOHHBIE CHUCTEMBI, UMEIOIINE
CEpbE3HBIN YPOBEHD 3aAIIUTHI OT BPEIOHOCHBIX IIPOrpamMm;

2. IlocrossHHO ycTaHaBnuBail maytu (UUGPOBBIE 3aIUIATKH,
KOTOpbIE ABTOMAaTHYECKH YCTAHABIMBAIOTCA C MEJIbI0 J0PabOTKU
OporpaMMbl) M Jpyrue OOHOBIIEHUS CBOEH ONEPALlMOHHOM CUCTEMBI.
CkaunBaii UX TOJBKO ¢ odummansHOro caita pazpadorunka OC. Ecmu
CYIIECTBYET PEKUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMITBIOTEpE IO MPaBaMHU IOJIb30BATENS, a
HE aJMHHUCTpaTopa. ODTO HE IO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX
IpPOrpaMM MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAILHOM KOMITBIOTEPE;

4. MHcnonb3yld aHTUBHUPYCHBIE IPOTrpaMMHBIE IPOAYKTBHI HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HUYECKHi JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIITHNE HOCUTENN WH(pOpMAINY, TaKue Kak (hiemka, JUCK Win (aiii u3 MHTEepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX HCTOUYHUKOB;

7. He oTKphIBaii KOMITBIOTEpHBIC (Daiijibl, MOJYYECHHBIE M3 HEHAJEKHBIX HCTOYHHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIaT TBOM 3HAKOMBIN. JIyyllie yTouHH y HETo, OTHPABJISII JIU OH TeOe UX.

CETH WI-FI

Wi-Fi - aT0 He BHJ mepeiauu JaHHBIX, HE TEXHOJIOTHs, a BCEro JMIIb Opena, Mapka. Eme B 1991
roJly HHUJEpJIaHJCcKas KoMmaHus 3apeructpuponana Openy "WECA", uro o0o3Havano CllOBOCOYETAaHUE
"Wireless  Fidelity",  xoTopblii = mepeBoauTCs  Kak
"GecnpoBOIHAS TOYHOCTH'".

Jlo Hamiero BpeMeHHM Jouuia japyras abOpeBuatypa,
KOTOpass ~ SIBJSIETCS  TaKOW  JK€  TEeXHOJOorWed. ITo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C
HaMEKOM Ha CTaHJapT BhIciIel 3BykoBoil TexHuku Hi-Fi, uro
B IIEPEBOJIE O3HAYAET "BBICOKASI TOYHOCTB .

Ja, OecrnaTHBI MHTEPHET-IOCTYN B Kade, OTensiX U
a’poroprax SBJISIETCS OTIMYHOM BO3MOMKHOCTBIO BBIXO/A B
uHTepHeT. Ho  MHOrMEe  OSKCIepThl  CYMTAIOT,  YTO
obmenoctynusie Wi-Fi cetu He sSBIsIFOTCS 6€30MaCHBIMHU.

CoBeTslI 110 6€30MacHOCTH paboTHI B 00MIe10CTYTHBIX ceTsx Wi-fi:

1. He mepenasaii cBoro nuuHyto nHpopmMaiuoo uepe3 obmenocrynabie Wi-Fi cetu. PaboTast B HuX,
JKeJaTeIbHO He BBOAMTH TAPOITH JIOCTYIIA, IOTHHBI M KAKHEe-TO HOMEPa,

2. Vcnonp3yii 1 OOHOBIISAN aHTUBUPYCHBIE ITpOrpaMMbl U OpanaMayep. Tem cambIM Thl 00€30nacHIIIb
ce0st OT 3aKaYKH BHpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonn3oBanuu Wi-Fi otkmioun ¢ynkmuro "OOmuit noctyn k daitnam u npuHTepam".
JlaHHast QyHKIUS 3aKphITa MO YMOJYAaHWIO, OJHAKO HEKOTOpBIE IOJNB30BATEeNId AKTHBHPYIOT €€ IS




y100CTBa UCITOIH30BaHUS B paboTe WK ydeoe;

4. He ucnonb3yit myOnmuunsiii WI-FI s mepenaum NWYHBIX JaHHBIX, HAIpUMEp Ui BBIXOZA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO MOYTY;

5. Ucnonp3yii Tonbko 3ammineHHoe coeaunenue yepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
anpeca BBoau umeHHoO "https://";

6. B MobunsHoM Tenmedone otkmoun (ynknuro "llogkmrouenne k Wi-Fi aBromarmuecku". He
JIOITyCKail aBTOMAaTUYECKOT0 MOAKII0YEHUs ycTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacusi.

COIIUAJIBHBIE CETH

ComnuasibHbIE CETH AaKTHUBHO BXOIST B HAally J>KW3Hb, MHOTHE JIIOIUM pPabOTalOT W JKUBYT TaM
nocTosiHHO, a B Facebook yxke 3apeructpupoBaH MUJUIMAP/ YENIOBEK, YTO SIBISIETCS OJHOM CebMOM Bcex
JKUTENlel TUTaHeThl. MHOTHE TMOJIb30BaTeNM HE IMOHUMAIOT, YTO HWH(OpMAIMs, pa3MelIeHHAas HMH B
COLIMAJILHBIX CETSIX, MOXKET OBbITh HalJeHa U MUCIIOJIIb30BaHA KEM YrOJIHO, B TOM YHCIIe HE 00s3aTeNbHO C
OaruMu HaMepEeHUSIMH.

OcHoBHBIE  CcOBeThl 1O  Oe30macHOCTH B
COIIMAIBHBIX CETSX:

1. Orpanuub cnucok apy3eil. Y 1e0s B Apy3bsix HE 4@_' -_@,>
JIOJKHO OBITh CIIY4allHBIX U HE3HAKOMBIX JIFOJICH; N7

2. 3amuian cBO 4acTHYI ku3Hb. He ykasbiBaii
napoiu, TenedoHbl, aapeca, JaTy TBOETO POXKICHUS U
IPYTYI0 JIU4YHYI0 HMHGPOpPMAIUIO. 3IO0YMBIIUIEHHUKH
MOTYT HCIIOJIb30BaTh Jake MHPOPMAIUIO O TOM, KaK ThI
Y TBOU POJUTENH IJIAHUPYETE TPOBECTH KAHUKYJIbI;

3. 3amminaii CBOO peryTaIuio - IEP>KU €€ B YUCTOTE
U 3a7aBail ceOe Bompoc: XOTeNn Obl Thl, YTOOBI JPYrue IMOJb30BaTENU BUIEIH, YTO ThI 3arpykaemib?
[Toxymaii, mpex/ie 4em 4To-TO OMyOIMKOBATh, HATUCATD U 3aTrPY3UTh;

4. Ecnu ThI TOBOPHIIIB C JIFOJIBMH, KOTOPBIX HE 3HACIlb, HE UCIIOJIB3YH CBOE PEeaTbHOE UM U JIPYTYIO
JUYHYI0 HTHPOPMAIUU: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U Mpouee;

5. W36eraii pa3memenus ¢ororpaduii B THTEpHETE, T/Ie THI N300paKeH Ha MECTHOCTH, MO KOTOPOIt
MO>KHO OIIPENEIIUTh TBOE MECTOMNOJI0KEHHUE;

6. [Ipu perucrparuu B COMAIBHON CETH HEOOXOIMMO HCIOJIb30BATh CIIOXKHBIEC MAPOJIA, COCTOAIINE
u3 OyKB ¥ U(p U C KOTUUIECTBOM 3HAKOB HE MEHEe §;

7. Jlng colMallbHOW CETH, MOYTHl M APYTHMX CAaWTOB HEOOXOIMMO HCIOJIB30BaTh Pa3HbIE MApPOJIH.
Toraa ecnu Te0s1 B3TOMAOT, TO 3J0YMBIIIEHHUKH TIOTy4YaT JOCTYM TOJIBKO K OJHOMY MECTY, a HE BO BCE

cpasy.

-

QJEKTPOHHBIE JEHBI'U

DJEeKTPOHHBIE AEHBIH - 3TO OY€Hb YIOOHBINH crocod
TUTaTEKEH, OJHAKO CYIIECTBYIOT MOIIEHHHKH, KOTOPBIE
XOTSAT MOJIYYUTh 3TH JIEHBT .

DJNEeKTPOHHBIE JCHBI'H MOSIBIIIMCH COBCEM HEIABHO H
UMEHHO M3-3a 3TOr0 BO MHOTHX IOCYJapcTBax /10 CUX IOp
HE MPOITUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIMOHUPYIOT M O HHX YyXKe
IIPOMKCAaHO B 3aKOHE, IJIe UX pa3ZeisloT Ha HECKOJIBKO
BUJIOB - aHOHHMMHBIE M HE aHOHUMHbIe. PazHuia B ToM,
YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peraercs (¥ &N IN?>
IPOBOJUTH OMepanuu 6e3 uIeHTH(PUKALMU OIb30BaTes, ‘ oy ‘ a
B HEAHOHMMHBIX HJICHTH()UKALINS TI0TH30BATEIIS SBISIETCS 00s13aTEITHHOM.

Taxoke cienyer pazauyaTh JIEKTPOHHBbIE (pUaTHBIE ACHBIH (PaBHBI TOCYAAPCTBEHHBIM BAJIOTaM) M
JJIEKTPOHHbIE He(UATHBIE IEHbIU (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 Oe30macHoil paboTe ¢ 3JEKTPOHHBIMU AEHBIAMHU:

1. IlpuBsbku K cueTy MOOWIBHBIN TeaedoH. ITO camMblil YIOOHBIH M OBICTPBIN CIIOCOO BOCCTAaHOBUTD




JOCTYTI K cuety. [IpuBsizanHbIi TeaedoH MOMOKET, €CJIH 3a0y/eIh CBOM TUIATSKHBIN MapoJIb WIIH 3aiIeIh
Ha CaliT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Ucnonw3yit omHopa3oBbie maponu. [locie mepexoma Ha YCHICHHYIO aBTOPH3AIMIO TeOe yKe He
OyJeT yrposkaTh OMACHOCTh KPAXKU WIIM TIEpeXBaTa IUIATSKHOTO TapoJis;

3. BwiGepu cioxHbii maponb. [IpectrymHukam OyaeT HE MPOCTO Yraaarh CIOXKHBIA IapoJib.
Hanexubie maposnu - 3T0 mapoJsid, KOTOpbIE COJEPKAT HE MEHEE 8 3HAKOB M BKJIIOUYAIOT B c€0s1 CTPOUHbBIC U
pONuCcHbIe OYKBBI, HUGPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JoJUiapa, GyHTa, BOCKIUIATEIbHBIH
3HaK u T.11. Harpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICIIb.

JJEKTPOHHASA IIOYTA

ONEeKTpOHHas MOoYTa - 3TO TEXHOJIOTUS U IMPENOCTaBIISIEMbIE
€0 YCIYTH IO IIEPECBUIKE U IOJYYEHHIO DIJIEKTPOHHBIX
COOOIICHUH, KOTOpPBIE PaCIpEleNAOTCs B KOMIIBIOTEPHON CETH.
OOBIYHO 3JIEKTPOHHBIM IMOYTOBBIN SIUK BBINIAAUT CIEAYIOILIUM
o0pa3oM: UMS_IOJIb30BaTeNsi(@uMs_JoMeHa. Takke Kpome
nepelayd MpOCTOro TEKCTa, MMEETCSl BO3MOXKHOCTh IIE€pelaBaTh
(baitisl.

OcHOBHBIE COBETHI 10 Oe30macHoi paboTe C 3IEKTPOHHOH
IIOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA IMOYTOBBIA cepBHUC. B
MHTEPHETE €CTh OTPOMHBII BBHIOOpP OECIUTATHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE JOBEPATH TE€M, KOTO
3HACIIb U KTO NIEPBbIN B PEUTHUHTE;

2. He yka3piBaii B JMYHOH moure JsnyHyl0 HHQOpManuio. Hampumep, mydme BbBIOpaTh
"My3bIKasbHBIN _(panat@" unu "pok2013" Bmecto "temal3";

3. Hcnonp3yil IBYXdTalHYH aBTOPHM3aLMIO. OTO KOTJa IOMUMO Iapojs HYXXHO BBOAMTH KOZ,
npucbuIaeMblil mo SMS;

4. BpiOepu cioxHbIA mapoib. i1 KaXI0ro MOYTOBOrO SIIMKA JOJKEH OBbITh CBOM HaJeKHBIH,
YCTOWUHMBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOYKHOCTD HallucaTb CaMOMY CBOM JINYHBIN BOIPOC, UCIIOJIB3YH 3TY BO3MOYKHOCTb;

6. Vcrnonb3yil HECKOJIBKO TOYTOBBIX SAIIUMKOB. IlepBbIil A1 4acTHOM NEPENnuCKH C ajJpecaTaMi,
KOTOPBIM ThI JIOBEpsieIllb. DTO AJIEKTPOHHBIN aJpec He HaJl0 UCMOJIb30BaTh MPU PErHCTPALUU Ha (hopyMmax
U calTax;

7. He oTkpbIBail (haiinbl U Ipyrue BIOXKEHUS B MUCbMax, Aa)K€ €CIIM OHU MPUIUIM OT TBOMX JpYy3eil.
Jlyuiie yTOYHM y HUX, OTIPABIISIIN JIU OHU TeOe 3T (ailibl;

8. Ilocne okoH4aHus1 pabOTHI HA TOYTOBOM CEpBUCE MEpe 3aKPhITUEM BKJIAJIKU C CAaiTOM He 3a0y/b
HaxxaTh Ha "Beriitu".

KUBEPBYJIJIMHI' UWJIX BUPTYAJIBHOE U3IEBATEJIBCTBO

KubepOynmauHr -  mpeclnefoBaHHE  COOOIIECHUSMHU,
COJIEp)KalllUMH  OCKOpOJIEHMs, arpeccuio, 3alyruBaHUE;
XYJIMUTaHCTBO; COLMAJIbHOE OOWKOTHPOBAHUE C TOMOIIBIO
Pa3IUYHbBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI O 60PbOE ¢ KNOEPOYIITMHIOM:

1. He Opocaiica B 0Ooit. Jlyummii cmoco0:
IIOCOBETOBAaThCA Kak ce0si BECTH M, €CIIM HET TOTro, K KOMY
MOKHO OOpaTUThCSA, TO BHayalle YCIOKOUThCS. Eciam Tbl
HayHeIllb OTBEYAaTh OCKOPOJECHUSMH Ha OCKOPOJIEHHUs, TO
TOJIBKO eI11e OOJIbIIIEe Pa30KKEIIb KOHDIUKT;

2. Vrpagisii cBoel kubeppenyraimei;

3. AnoHUMHOCT, B ceTu MHHUMas. CylecTBYIOT
CHOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crtouT BecTH XyJIWUTaHCKUN 00pa3 BUpPTyaldbHOM ku3HU. VHTepHeT (uKcHpyeT Bce TBOU




JEHCTBUSI I COXPAHSIET UX. Y JAIUTh UX OYyJEeT KpaiiHe 3aTPyIHUTEIBHO;

5. CoGurosait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunmuHbli HeraTuB. OJHOpa30BbIe OCKOPOWUTENBbHBIE COOOIIEHUS JIydIle
UTrHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4YaaIbHOU CTa UM,

7. ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIECHUSIMU, B COLIMANIBHBIX CETSIX €CTh
BO3MOXHOCTH OJIOKHPOBKH OTIPABKH COOOIICHHI C ONPE/IeICHHBIX aAPECOB;

8. Ecmu T1h cBuaerenb kubepOymiumHra. TBoW JEHCTBHUS: BBICTYNHTH IMPOTUB IpECieI0BaTeNs,
II0Ka3aTb €My, 4YTO €ro JACHCTBUSA OLEHHUBAKOTCA HETATUBHO, IOIACPKAThb >KEPTBY, KOTOPOM HYKHA
MICUXOJIOTHYECKask MOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MOBWIbHBINA TEJJE®OH

CoBpemeHHbIe CMapT(OHBI U IJIAHIIETHI COJePKAT B ce0e BIIOTHE B3POCIHbIN (PYHKIMOHAN, U TENEPh
OHHU MOTYT KOHKYPHPOBATh CO CTAl[MOHAPHBIMU KOMIIbIoTepamMu. OHAKO, CPEICTB 3aIUTHI I 11000HBIX
YCTPOMCTB IIOKa OYe€Hb Majo. TecTHpoBaHME U IOUCK YA3BUMOCTEH B HHMX IIPOMCXOJUT HE Tak
UHTEHCUBHO, Kak a5 [1K, To xe camoe kacaeTcss 1 MOOUIIbHBIX IPUIIOKEHUH.

CoBpemeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAaKTHUYECKH JIOTHAJIM HACTOJbHBIC aHAJIOTH, OJHAKO
pacurpeHue (GyHKIMOHAJa BIIeUeT 3a c000i OOJIbIIYIO CI0XKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

Jlanexo He BCe MPOM3BOIUTENH BBIMTYCKAaIOT OOHOBIICHHS, 3aKPBIBAIOIINE KPUTUICCKUAE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIsl 0€30MTaCHOCTH MOOMIIBHOTO TellehoHa:

Hudero He sBisiercss mo-HacrosimeMy OecrulaTHbIM. Byab ocTopoXeH, Belb
Korja tebe mpeaiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IUTATHBIE YCIIYTH;

Hymaii, npexxae uem ornpaButb SMS, poTo nim Buneo. Tel TOUHO 3HACIB, TIE
OHHU OyZyT B KOHEUHOM HTOre?

Heo6x011M0 00HOBIIATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMAapT(OHa;

Vcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JJIs1 MOOHMITBHBIX TEJIe(hOHOB;

He 3arpyxaili IpwiIoK€HUS OT HEU3BECTHOIO MCTOYHMKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE NPOrpaMMHOE 00ECIIEUEHNUE;

ITocne Toro kak Thl BBIWJCNIb C caifTa, IJle BBOJMWJI JIMYHYIO HMH(OPMALHIO,
3aiiiu B HACTpOMKH Opay3epa u yaaiu cookies;

Ileproanyecku npoBepsii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JaBaii cBOif HOMep MOOMIIBHOTO Tese(OoHa TOIBKO JIFOIM, KOTOPBIX ThI 3HAa€Illb U KOMY JI0BEpPSEIlIb;

Bluetooth nomkeH ObITh BBIKIIIOYEH, KOT/Ia Thl UM HE Mojb3yelbes. He 3a0biBail mHOTr1a pOBEPSTH

9TO.

ONLINE UI'PbI

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KpPAaCOYHBIEC, 3aXBaThIBAIOIINME pAa3BJIEUEHUS, OOBEIUHSAIONINE
COTHH ThICSY YEJIOBEK IO BceMy MHUpy. rpoku HCCieayroT AaHHBIH UM MUp, OOIIAIOTCSA APYT C JPYToM,
BBIMOJHSAIOT 33/1aHUS, CPaXarOTCs ¢ MOHCTpaMH U TOJY4YarOT ONBIT. 3a YJOBOJBCTBHE OHH IJIATST:
NOKYyHaroT  JWUCK,  OIUIaYMBalOT  a0OHEMEHT  WJH
nproOpeTaroT Kakue-To OMIHH.

Bce aTH cpeactBa uayT Ha nmoanep:KaHUE W pa3BUTHE
UTPHI, a TAKXKE HAa caMy O€30MacCHOCTh: COBEPIICHCTBYIOTCS
CHUCTEMBbl aBTOpPU3AllMM, BBINYCKAIOTCSI HOBBIE TMaT4u
(uudpoBble  3amuIaTKU IS [IPOrpaMM),  3aKpbIBAIOTCS
YSI3BUMOCTH CEPBEPOB.

B monoOHBIX Urpax CTOMT OmacatbCsi HE CTOJBKO
CBOMX CONEpPHUKOB, CKOJIbKO Kpa)XXM TBOEro Mapojs, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aIMU OOJIBITMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAayHTa:

1. Ecniu npyroit urpok BezeT cedst II0X0 WM co3/aeT Tede HeMPHUITHOCTH, 3a0J0KUPYH ero B CIIUCKE
UTPOKOB;




2. lloxanyiics agMUHHUCTpaTOpaM WIPbl Ha ILJIOXO€ TMOBEAEHHWE ATOr0 HrpoKa, >KeIaTeIbHO
MPUWIOKUTH KaKUE-TO JI0KA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3siBaii tnunyro nHpopmaruio B mpodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBnuBaii Heo(pUIMaIbHBIC TTATYH M MO/IBI;

6. Mcnionp3yi CII0’KHBIE U pa3Hble N1apoJy;

7. Jlaxxe BO BpeMs UTPbI HE CTOUT OTKJII04aTh aHTUBUPYC. [loka Thl Urpaemib, TBOH KOMIBIOTEP MOTYT
3apa3uTh.

OUIIIHUHI" NJIN KPAKA JIMYHBIX TAHHBIX

OOBIUHON Kpakell NeHer W JOKYMEHTOB CETOJHS YXKe
HUKOT'O HE Y/JMBHILb, HO C Pa3BUTUEM HMHTEPHET-TEXHOJIOTHM
3MIOYMBIIUICHHUKH ~ TEPEeMECTHJINCh B HHTEPHET, U
IPOJIOJDKAIOT 3aHUMAThCA "MOOUMBIM" 1€7I0M.

Tax HOSIBUJIACh HOBast yrposa: UHTEPHET-
MOIICHHUYECTBA WIM (UIIMHT, TJIABHAs IEJb KOTOPOTO
COCTOMT B TMOJYYEHMH KOH(MUICHIMAIBHBIX JaHHBIX
II0JIB30BATENEHN - JJOTHHOB M napoJield. Ha aHrImMiicKoM s3bIKe
phishing unrtaercs kak ¢ummuHr (ot fishing - priOHas noBm,
password - mapoJs).

OcHoBHbIE COBETHI 110 00pHOE C (PUIIUHTOM:

1. Cnenu 3a cBOMM aKkkKayHTOM. Eciu ThI 1oj03peBaeliib,
YTO TBOS aHKeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHMpPOBATh €€ M COOOIIUTH aIMUHUCTpaTOpaM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yit 6e30macHble BeO-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB U MOMCKOBBIX CHCTEM;

3. Hcnonw3yil cioxHble ¥ pa3Hble mHaponu. Takum o0pa3oM, ecau TeOs B3JIOMAaOT, TO
37IOYMBIIIICHHUKH MOTyYaT AOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B370Maiu, TO HEOOXOUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE J00aBICHbI
y TeOsI B Ipy3bsX, O TOM, UTO T€Os B3JIOMaJId U, BO3MOKHO, OT TBOEr0 UMEHU OyJIeT pacchliaThCs criaM U
CCBUJIKU Ha (PUIIIMHTOBBIE CAUTHI;

5. YcranoBu HaaexHbI napoib (PIN) Ha MOOUITBHBIN TenedoH;

6. OTKII04YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBaii ¢ailsibl U Apyrue BIOXKEHUs B MUCbMaX, Ja)Ke€ €CIM OHU MPHIILIN OT TBOUX ApY3eH.
Jly4ie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (pailiibl.

HUPPOBAS PEITYTALIUA

[MudpoBas penmyramust - 5TO HEraTMBHas WIM MO3UTHBHAs HWHpoOpManuss B ceTH O Teoe.
Kommnpomerupyromias uHdopmanusi, pa3melleHHass B HHTEPHETE,
MOYET CEPbE3HbIM 00pa30oM OTPa3UTHCs HAa TBOEH peasibHOM KU3HHU.
"Hudposas penyrarus" - 3T0 TBOH UMUK, KOTOPBIH (hOpMHUpPYETCS
U3 UHPOpMaLUH O TeOe B HHTEPHETE.

TBoe MecTO JKHUTENbCTBA, Yy4yeObl, TBOE (UHAHCOBOE
MOJIO’KEHHE, OCOOCHHOCTH XapakTepa U pacckas3bl 0 OJU3KHUX - BCe
9TO HAKAIlJIMBAETCSI B CETH.

MHorue  MOAPOCTKM  JIETKOMBICIEHHO  OTHOCSTCS K
nyonuKanuu 1 W4HOM MH(popmanuu B VHTepHeTe, He MOHUMAs
BO3MOJKHBIX TIOCIIEACTBHN. THI NTa)ke He CMOXKEIIL IoTrajaThbCsa O
TOM, 4TO (oTorpadus, pasMeLIeHHas 5 JIeT Ha3aj, cTaja IPUIMHON
OTKa3a MpUHSTH TeOs Ha paboTy.

KommeHTapuu, pasmenienue TBouX Qororpaduil U npyrue IeHCTBUS MOTYT HE HCUE3HYTh Jaxe
nocjie TOro, Kak Thl MX yJaluilb. Thl HE 3HaEllb, KTO COXpaHWI 3Ty HMH(OpMalHio, Monaja JU OHA B
MIOVMCKOBBIE CHUCTEMBI M COXpaHMJIACh JIM OHA, a IJIABHOE: YTO MOAYMAlOT O TeOe OKpPYKaIoLIHe IO,
KOTOpBI€ HaAyT U yBUAAT 3T0. HailTu nHpopMainio MHOTO JIET CIYCTSI CMOXKET JII000H - Kak U3 J00pbIX




noOYX/IEHUH, TaK ¥ ¢ HAMEPCHUEM MPUYUHUTH BPell. ITO MOXKET OBITh KTO YTO/IHO.

OCHOBHBIE COBETHI I10 3aIIUTE U(POBON PEITyTAIHH:

1. [Mogymaii, pekie 4eM 4YTO-TO MYOJIMKOBATh M TepeaaBaTh y ceOs B OJIOTe WIM B COITMATBHOU
CeTu;

2. B mHactpoiikax npoQuis yCTaHOBH OTrpaHHYEHHs HAa IPOCMOTP TBOETO MNpoduiIst U ero
COJIEP’KUMOT0, ClIeNail ero TOJIbKO "UIsl Ipy3en";

3. He pa3memaii u He ykasbiBaii WHQPOpPMAIHIO, KOTOPas MOXET KOro-JIM0O OCKOpOJIATH WU
o0nXxarb.

ABTOPCKOE ITPABO

CoBpeMeHHbIE MIKOJIbHUKU - aKTUBHBIE MOJIb30BaTEIN UG POBOro mpocrpancTsa. OqHAKO AaJeKo He
BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTUMH BO3MOXHOCTSIMHU ITU(PPOBOTO MHpa TpeOyeT cOO0ICHUs TpaB Ha
MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH "UHTEIIEKTyanbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K
pa3IMYHbIM TBOPEHHUSM UYEIOBEYECKOTO yMa, HAuMHAas C HOBBIX
U300peTeHN W 3HAKOB, O0003HAYAIOIIMX COOCTBEHHOCTH Ha
OPOAYKTHl U YCIYTd, U 3aKaH4YMBas KHUTaMH, QoTorpadusimu,

KHHODUIBMAMH U MY3BbIKATLHBIMH IPOU3BEACHHUSIMH.

ABTOpCcKHE TIpaBa - 3TO IpaBa Ha HUHTEIUICKTYaJbHYIO
COOCTBEHHOCTh Ha TIPOM3BEJICHUS HAYKH, JIUTEPATyphl W
UCKyCCTBa. ABTOPCKHE MpaBa BHICTYNAIOT B KAYECTBE TapaHTHUH
TOTO, YTO WHTEUICKTYAJIbHBIN/TBOPYCCKUN TpyA aBTOpa HE
OyIeT HampacHbIM, JacT €My CIIpaBeAJIUBbIE BO3MOKHOCTH —
3apaboTaTh Ha  pe3ysibTaTaXx CBOEro TPyJAa, TOJYyYUTh
M3BECTHOCTH M Mpu3HaHue. Hukro 0e3 pasperieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €ro MPOU3BEICHNUE,
pacnpoCTpaHsTh, MyOJIUYHO IEMOHCTPUPOBATH, IPOAABATh, UMIIOPTUPOBATH, TYCKATh B MPOKAT, MyOIUIHO
UCTIOJTHSATH, ITOKA3bIBATh/UCIIOJIHATH B dUpPE WK pa3Meniath B IHTepHeTe.

Hcnonk3oBaHue "muparckoro” mporpaMMHOr0O 00ecredeHHsI MOKET MPUBECTH K MHOTHUM PHCKaM: OT
MOTEePHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOWCTBA, TJI€ YCTAHOBJICHA HEJeTaTbHAS
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIE U OECIIIaTHBIE IPOTPAMMBI, KOTOPHIE
MOYXHO HalTH B CETH.

O ITOPTAJIE

CereBrn4OK.p( - TBOI INIaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXEIIb y3HaTh O 0€30IaCHOCTH B CETH
HOHSATHBIM U JIOCTYITHBIM SI3bIKOM, a ITPY BOZHUKHOBEHUH KPUTHYECKON CUTyallud OOpPaTUTHCS 32 COBETOM.
A TakXe NPUHATH yYacTHe B KOHKYpCaxX U CTaTh CaMbIM HU(POBBIM I'pak1aHUHOM!

”-\._mé* pd

CETEBHMYOK

DOBCVULHMEK B MHDC MHICDHC I J




